CYBBEKTbI

YeTblpe knacca identity

T-CONNECT

Peanusauusa Personal Access

DECISION FACTORY

PeLlueHue no TekyLeMy KOHTEKCTY

LBaaS

YnpaBnsaemblii BXOA K cepBucam

IDENTITY RISK

KTo fencTByeT u Kak noaTBepXaeH

DEVICE RISK

TPM - Diameter - posture

SESSION RISK

Puck TekyLien ceccum

NnoNnHOMo4us

Roles - permissions - attributes

WEB APP

OtaenbHas service identity

API

OTtpenbHas service identity

ANALYTICS

OT1penbHas service identity

ML SERVICE

OtnenbHas service identity

MUKPOCEIMEHTALIUA

AsHble cBsiau - HBF / eBPF

S2S AUTH

MpoBepka Bbi3biBatOLLETO cepBuca

3AMPELWEHO

PaspeluéHHoro maplupyTa HeT

SERVICE REGISTRY

CepBuchbl * Bnagenblpl - runtime

ENDPOINT REGISTRY

Permissions - data scope

TENEMETPUA

CobbiTusa workloads v cesasen

DB 1

OI'IepaLlVIOHHOe XpaHunuiie

DB 2

Xpanunuwe Analytics

DLH

Lakehouse / aHanuTuyeckne aaHHble

HOUND

Discovery - knaccudvkaumns

UEBA

MoBeneHne — OBGHOBNEHHbBIN PUCK

SECURITY ENGINEERING

Spirit + Diameter - lifecycle gates

REJECT / ISOLATE

3aMeHUTb * MUrpUpoBaTh * yaanuTb

PA3PELLEHHbIA 0OCTYN

3enéHas Tpyba — KOHKPETHbIV cepBuC

KOHTEKCT

DdroneToBbIN kKaHan — peLleHne

60 x 24 MM -

macwtab 100% - HWKHME 3 MM BCTaBMAKTCS B na3 - nucT 1



TENEMETPUA / PACK

[ony6on kanan <> UEBA

XXU3HEHHbIW LXKN

KoHBewiep + kaHanbl ynpaBneHust

COTPYOHUKU

HoyTt6yk - HecbopmanbHoe paboyee mecTo

noaPAa4YNKU

BHeLUHWiA coTpyAHWK - paboyas cTaHums

SERVICE IDENTITIES

CepBI/ICHbIe yHéTHble 3anucu

AGENT IDENTITIES

ABTOHOMHbIe Al-areHTbl

TPM

AnnapaTHbli KOpeHb foBepUs

FIDO2

Passwordless - noaresepxaeHue identity

COMPLIANCE

Diameter - cocTtosiHue ycTpoiicta

KUBERNETES / RUNTIME

O6LwMiA Cnon UCMOMHEHNS CePBUCOB

MAOEA

Hauano »u3HeHHoro uukna

Kon

Pa3spaboTka - npoBepka NCXOOHUKOB

Cl/CD

C6opka * TeCTbl * KOHTPOIb

ARTIFACT REGISTRY

Bepcum npoBepeHHbIX apTedakTos

ABTOOENNON

[Honyck n goctaeka B runtime

DATA RISK

KaTteropuu gaHHbIx YyBCTBUTESTIbHOCTb

SERVICE / APP RISK

Puck LeneBoro npunoxeHus

60 x 24 mm - macwTtab 100% -

HWXHWEe 3 MM BCTaBNsAlTCA B Na3 - nucTt 2



